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What You Should Know About Health Care Fraud, Waste & Abuse (FWA), Privacy & HIPAA 

 
Your Role 
Every year billions of dollars are improperly spent because of health care fraud, waste & abuse (FWA). It affects everyone – including 
you. This document will help you detect, correct, and prevent FWA. You are part of the solution.  
 

Your Responsibility as a Non-Employee 
If you are a non-employee (i.e., Traveler, agency temp., unpaid student, independent contractor, consultant, etc) performing 
services at or for UW Health, you are required to review this information.  Please indicate that you understand the information by 
signing and dating the document.    
 
Overview of Fraud, Waste & Abuse (FWA) 
An effective Health Care Compliance Program is essential to safe, responsible and patient-focused care.  One goal of a Compliance 
program is to prevent, detect, and correct health care Fraud, Waste, and Abuse (FWA). Combating FWA is everyone’s responsibility! 
As an individual who provides services to UW Health, or volunteers in a Health Care facility, every action you take potentially affects 
our patients, their families, and government programs (e.g. Medicare Program). 
 

Definition Examples 
Fraud:  
Intentionally submitting false information 
to the Government or a Government 
contractor to get money or a benefit.   

• Patient using someone else’s insurance card or coverage; 
• Health Care organization knowingly submits a claim to Medicare for medical 

supplies (e.g. crutches or wheelchair) that were not actually provided (False 
Claims Act) 

• Health Care organization submits a bill to Medicare for a cancelled appointment 
(the patient never received any medical care). 

Waste:  
Overutilization of medical services or 
other practices that, directly or indirectly, 
result in unnecessary costs to the health 
care system. 
 

• Conducting excessive office visits or writing excessive prescriptions; 
• Prescribing more medications than necessary for the treatment of a specific 

condition; and 
• Ordering excessive laboratory tests. 

Abuse: 
A pattern of billing or activities which are 
inconsistent with accepted sound medical, 
business or fiscal practices. 
 

• Billing for unnecessary medical services; 
• Billing for brand name drugs when generics are dispensed; 
• Charging excessively for services or supplies; and 
• Misusing medical codes on a claim. 

 
False Claim Act 
Individuals and organizations, such as UW Health, may be held liable under the False Claims Act if it knew, should have known, or 
disregarded information, indicating that a claim submitted to the government for payment of health care services contained false 
information. The False Claims Act also permits lawsuits brought by individuals, typically employees or former employees, who have 
knowledge of fraudulent activities. These individuals are called "qui tam relators" or "whistleblowers."  
 
What are your responsibilities? 

1. First, you must comply with all Medicare requirements, including using an effective compliance program.  
2. You have a duty to report any compliance concerns and suspected or actual violations that you may be aware of.  See 

Compliance Contact information below. 
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3. You have a duty to follow UW Health’s Code of Conduct that defines you and your organization’s commitment to standards 
of conduct and ethical rules of behavior.  A copy of the UW Health Code of Conduct has been provided with this training 
piece.    

 

What can I do today to prevent Fraud, Waste & Abuse? 
 Look for suspicious activity – If you see something, say something and call (608) 821-4130 or contact us by filling out the on-

line Compliance Issue Report 
 Conduct yourself in an ethical manner.  Here are some examples 

o Connect with Others: Honesty, trustworthiness & integrity 
o Appreciate & Listen to Understand: Respect for our patients and colleagues 
o Be Accountable: Respect for property & adherence to the law 
o Engage & Own It: Personal responsibility and accountability for actions 
o Commitment to continuous improvement 

 Keep up to date with FWA policies and procedures, standards of conduct, laws, and regulations. 
 
 

What You Should Know About Health Care Privacy & HIPAA 

What is HIPAA? 
 Health Insurance Portability and Accountability Act. 
 Federal law designed to protect the privacy and security of patient information. 
 Includes the following: 

o Privacy Rule 
 Prohibits the use/disclosure of patient information without patient authorization except in certain limited 

instances; sets forth certain patient rights. 
o Security Rule 

 Identifies a set of security safeguards (physical, technical, and administrative) that must be implemented 
to safeguard electronic patient information. 

o Breach Notification Rule 
 Addresses steps that must be taken when the privacy of patient information is breached. 

Protected Health Information: 
 Information: 

o Written, Verbal, or Electronic and  
 Related to: 

o Past, present or future physical or mental health condition; or  
o Provision of health care to an individual; or  
o Past, present or future payment for the provision of health care to an individual; and 
o Includes individually identifiable information: 
o Identifies the individual or could reasonably be used to identify the individual, e.g. name, address, birthdate, social 

security number, medical record number 

Treatment, Payment & Operations:  
 Covered entities can use Protected Health Information (PHI) for treatment, payment, and health care operations. 
 Consent is not needed to use PHI for: 

o Treatment 
o Payment  
o Operations 
o Certain other uses and disclosures permitted by regulations and law 

 For all other uses and disclosures of PHI, patient must provide consent, or the information cannot be used or disclosed. 
 

https://uconnect.wisc.edu/applications3/emailforms/form.jsp?ef=99
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Minimum Necessary:  
 Use only the minimum amount of PHI necessary to complete your job.  This standard applies:  

o When using PHI internally;  
o When disclosing PHI to an external party in response to a request (except for treatment-related disclosures); and  
o When requesting PHI from another covered entity 
o Access to the electronic medical record (EMR) is role-based 

Valuable Privacy Pointers: 
 You should only access patient medical records for two reasons: 

o To do your job. 
o To view your own personal medical record. 

 Review all Quality Assurance follow up projects with management prior to starting work. 
 Please remember that even the patient demographic screen is considered part of the medical record and that every click 

within Health Link is subject to audit, so only access what information is minimally necessary for work. 
 You should not print from or change your medical record. 
 A written or verbal authorization does not permit access to the Electronic Medical Record without a work-related reason 

(this includes Power of Attorney and other advance directive forms). 
 Do not share your user ID and password or leave your workstation unlocked as you are responsible for all actions under 

your logon. 
 Accessing the record of any patient without a business reason is a policy violation and may potentially be a regulatory 

violation (including minor children, spouses, friends and coworkers). 
 UW Health may have to notify the patient, as well as the Office for Civil Rights, if an access is deemed to have been 

inappropriate. 
 Discipline, including termination, may result from inappropriate accesses.  If you are ever unsure, please ask a UWH Health 

leader. 
 All volunteers, unpaid students, independent contractors or other type of non-employees are encouraged to use MyChart.  

Proxy access can be granted to allow access of family members (like a child).   

Compliance Contact Information 
Who to contact with questions or concerns or to report known or suspected non-compliance to: 

 Your manager or supervisor 
 UW Health Compliance Hotline (608) 821-4130 or (888) 225-8282 (toll-free) 
 On-line via U-connect Compliance Issue Report 
 UW Health Compliance Offices: 

• Troy Lepien, Chief Compliance Officer (608) 203-4631 
• Gabrielle Jensen, Hospital & Privacy (608) 836-2518 
• Mary Waldo, Professional Services (608) 821-4137  

 
I hereby acknowledge my understanding of my role in preventing Fraud, Waste & Abuse, Privacy & HIPAA violations at UW Health.  I 
understand UW Health’s Policies applicable to my appointment.  
 
 
__________________________________ _______________________________  _______________ 
Signature                                               Printed Name                                              Date 

 
 
 
2.27.2020 
 
 
 

https://uconnect.wisc.edu/applications3/emailforms/form.jsp?ef=99
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